
Year 8 Unit 11
Data: use and misuse 

Y7 Unit 2 Lesson Plans

Topic:  Use and misuse of data

The lesson plans are mainly in the form of a teacher-led discussion about the legal, moral and social issues surrounding the use of computers. They use a supermarket as the main example although each lesson is self-standing.
3 x 55 minute lessons

1
Data capture forms and loyalty cards
2
Electronic transfer of money
3
Legal, moral and social issues




ICT context

Knowledge, skills and understanding:
· to be systematic in considering the information they need and to discuss how it will be used

· how to obtain information well matched to purpose by selecting appropriate sources, using and refining search methods and questioning the plausibility and value of the information found.
Curriculum links

English: speaking and listening.

English: presenting an argument





Pupils should already know . .

· how to log on to the school network and save files in their own area;

· how to use the Internet.
Teacher skills, knowledge and understanding . . .

· of how to use the school network;

· of how to use the Internet.





Resources

Equipment

· Some of the lessons may take place in a network room.

· A large computer display facility for teacher demonstrations and pupil presentations.

Software 

· Web browser.

Paper

· Loyalty card application forms.


Assessment 

Assessment of this unit should be based upon a number of factors.

· Professional judgement of tasks completed in class by individuals. You will need evidence that all members of the group can complete the designated activities.

· Marking of homework.

· Contribution to the discussion.

Assessment should be in the form of a National Curriculum Level of 3, 4 or 5. These correspond to the expectations from the Scheme of Work.

Differentiation 

There will be some pupils that are above or below Level 4/5.  

Homework

Homework is set every lesson.  



Lesson summary
Pupil handouts and resources required
Teacher resources and preparation

Lesson 1

Supermarket scenario

Customer information from loyalty cards and pricing through bar codes.


· 8.11.L1 Homework


Lesson 2

Supermarket scenario:

Electronic Point of Sale (EPOS) and Electronic Financial Transfer at Point of Sale) EFTPOS


· 8.11 L2 Homework




Lesson 3

Supermarket scenario:

Data collection about customers and data protection.


· 8.11 L3 Homework




Learning Objectives for Y8 Unit 11 Lesson 1

· Personal data is collected through data capture forms.

· Bar codes are used to identify products.
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Lesson Plan

1. Introduction by the teacher  (5 minutes)

· Introduce a scenario of "going to the supermarket".

· Introduce the use of loyalty cards at the checkout.

2. Teacher-led class activity  (10 minutes)

· Brainstorm ideas why supermarkets make use loyalty cards - supermarket point of view and customer point of view.

· Distribute loyalty card application forms.

3. Pupil activities  (10 minutes)

· Pupils complete the loyalty card application forms.

4. Teacher-led class activity  (15 minutes)

· Brainstorm with the pupils the features of pricing the goods.

· Explain the link between the bar code and the product.

· Discuss the benefits of bar codes to the supermarket and the customer.

· Discuss personal bar-code readers and Internet shopping, including encryption of credit card details.

5. Pupil activities  (10 minutes)

· Pupils go to www.howstuffworks.com/upc.htm and see how bar codes work.  See www.isbn.nu for the significance of a bar code number. 

6. Plenary (5 minutes)

Remind pupils of the advantages of using a loyalty card and bar codes to the supermarket and the customer.

7. Homework
Investigate who has a loyalty card in the student's family and why they have one.  8.11, L1, Homework: Data use and misuse

Teacher resources and guidance

1. Introduction
Illustrate how loyalty cards are used.  Have some examples of loyalty cards.

Brainstorming
There should be no problem in extracting useful information from the class.  Every member of the class should have been to a supermarket at some time.

When brainstorming the class could be divided in half with one group giving the supermarket's point of view and the other the customer's.  

2/4. Teacher-led class activity
Pick out why the customer uses loyalty cards – collection of points leading to money off goods, special sale prices for customers with loyalty cars, etc.

Pick out why the supermarket issues loyalty cards – information from the application form, patterns of purchase, etc.

Pick out whether the goods are priced, where is the price and how is the price known at the checkout.  The benefits to the supermarket and the customer may be the same - eg faster throughput of goods at the checkout, accuracy of pricing, control of pricing, stock control, itemised bill etc. 

3/5. Pupil activities
When splitting up into groups make sure they are of mixed ability and gender.

Use the OHP or big screen to record group responses.

6. Plenary
Teachers can summarise the brainstorming sessions



Language for learning   Loyalty cards, pricing, application forms, bar codes.

Learning outcomes for Lesson 1
· Know how personal data is collected through data capture forms.

· Know that bar codes are used to identify products.

Learning Objectives for Y8 Unit 11 Lesson 2

· The use of EPOS and EFTPOS systems.

· Accuracy and convenience of information.

· Know that information is gathered about customers and the supermarket.

· Private information is gathered and used.
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Lesson Plan

1. Introduction by the teacher  (5 minutes)

· Discuss how data is stored on bar codes and how prices are not.

2. Teacher-led class activity  (15 minutes)

· Brainstorm ideas why supermarkets use EPOS and how it is linked to what happens at the till.

· Extend the discussion by including EFTPOS.

· Discuss paying by credit card.

3. Teacher-led class activity  (15 minutes)

· Brainstorm with the pupils the basics of stock control and the benefits of using EPOS.

· Discuss what information the supermarket can get when EPOS is used.

4. Teacher-led class activity  (15 minutes)

· Brainstorm with the pupils how supermarkets can use the information they get from EPOS.

5. Plenary (5 minutes)

Remind pupils of the advantages of using EPOS and EFTPOS to the supermarket and the customer.

6. Homework
Question related to supermarkets.  8.11 L2 Homework Data use and misuse.


Teacher resources and guidance

1. Introduction
Explain the process of scanning a bar code and the response at the till.  

Brainstorming
There should be no problem in extracting useful information from the class. 

2/3/4. Teacher-led class activity
Get the pupils' to realise that processing takes place between an item being scanned and the till receipt being produced.  

Get the pupils' to realise that supermarkets collect information about customers from the use of EPOS.

Pupils may know how the supermarkets use the information they obtain eg by offering suitable discounts, stock more of a product, sell the information or send special promotional mail (junk mail).

Use the OHP or big screen to record group responses.

5. Plenary
Teachers can summarise the brainstorming sessions



Language for learning   EPOS, EFTPOS, stock control, privacy, 

Learning outcomes for Lesson 2
· To know why goods are scanned at an EPOS terminal and the output at the EPOS terminal.

· To know that data can be collected through linking loyalty cards and what is input at the EPOS terminal.

· To know that private information can be used in many ways.

Learning Objectives for Y8 Unit 11 Lesson 3

· Legal position and the protection of organisations and individuals.

· Safety of the data.

· Apply the supermarket scenario to another situation.
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Lesson Plan

1. Introduction by the teacher  (5 minutes)

· Remind pupils of the supermarket scenario and all the data that is collected.

· Talk about how this could be dangerous.

2. Teacher-led class activity  (10 minutes)

· Brainstorm ideas on what pupils' think should be suitable laws to prevent data being misused.

· Compare the main points in the Data Protection Acts of 1984 and 1998.

3. Teacher-led class activity  (15 minutes)

· Brainstorm with the pupils a real current news story relating to the risks associated with data collection.

· Discuss how data can be lost.

· Discuss how data can be affected by hacking.

· Discuss how data can be protected.

4. Teacher-led class activity  (10 minutes)

Brainstorm with the pupils' situations where data is collected and stored about individuals on computer.

5. Pupil activities  (10 minutes)

Pupils select one example and identify the advantages and disadvantages of storing the data on computers for both the customer and the organisation.  

6. Plenary (5 minutes)

· Remind pupils of the risks and benefits of storing information about individuals.

· Remind pupils that there are laws to protect individuals.

7. Homework
Collect junk mail for a week.

Write down why organisations store information about individuals.  8.11 L3, Homework. Data Use and misuse.

Teacher resources and guidance

1. Introduction
Go back to the supermarket example and relate it to the data that is collected at the EPOS.

Brainstorming
There should be no problem in extracting useful information from the class. 

2. Teacher-led class activity
Know the main contents of the Data Protection Acts of 1984 and 1998 and the differences between them.

http://www.hmso.gov.uk/acts/acts1998/19980029.htm
Show how hard it is for an average user to break into a system - use the id and password system on a network.  Introduce pupils to the concept of encryption.

Demonstrate how a virus protection system has been set up on the school system.

Talk about how data is used in a doctor's surgery, hospitals, banks and schools.

Introduce pupils to the concept of securtiy/integrity of data.

Use the OHP or big screen to record group responses.

6. Plenary
Teachers can summarise the brainstorming sessions, including the use of encryption, security of computer systems and integrity of data.



Language for learning Data Protection Act, data collection, hacking, viruses.

Learning outcomes for Lesson 3
· To understand that there are laws to protect the individual.

· To understand that there are risks in data collection.

· To understand methods of minimising risks in data collection.

· To apply previously learnt facts to a new situation.

ICT Unit 8.11

Lesson 1 homework
Data: use and misuse 

1.
Write down which loyalty systems each member of your family belongs to.


2.
Write down a reason why each member of your family has a loyalty card.


3.
Write down how the supermarkets might use the data that they collect.


ICT Unit 8.11

Lesson 2 homework
Data: use and misuse 

Write down the reason why each of the following items are on a till receipt.

Supermarket name




Date and time




List of all the goods bought and the prices.




Total cost




Give two reasons why the customer might want to know this information.





Give two reasons why supermarkets use EPOS.





Give two reasons why customers use EFTPOS.





ICT Unit 8.11

Lesson 3 homework
Data: use and misuse 

Collect all the junk mail that your household receives in a week.



Write down why you think particular items are received.


Write about the right we have to know who holds information on us.


Write about why an organisation should hold information on us.


Unit 11

Assessment
Pupils' portfolio checklist 

Pupils should be encouraged to keep a copy of all the listed items of work for assessment of this Unit, including drafts of their work.

The ICT KS3 references indicate which statements in the National Curriculum match with the lesson outcomes.

Lesson
Type of work
Title
Level 3
Level 4
Level 5

1
Written
Pupils complete the loyalty card application forms. (ICT KS3 1c)





Written
Pupils go to web site to find the significance of the bar-code number. (ICT KS3 1a)




Homework
Written
ICT Lesson 1 (ICT KS3 4b)




2
Speaking
Pupils discuss the use of EFTPOS. (ICT KS3 4b)




Homework
Written
ICT Lesson 2 (ICT KS3 4a)




3
Written
Pupils select one example and identify the advantages and disadvantages of storing the data on computers for both the customer and the organisation. (ICT KS3 4c)




Homework
Written
ICT Lesson 3 (ICT KS3 5d)




Unit 11

Assessment
Teacher's checklist 

A checklist for helping to match the ICT KS3 statements with the information from pupils' portfolios.

ICT KS3
Level 3
Level 4
Level 5

Finding things out:

considering information needed and discussing how it will be used.
They describe the use of ICT at the checkout of the supermarket.


They compare the use of ICT at the checkout of the supermarket with other methods.


They discuss their knowledge and experience of using ICT at the checkout of the supermarket. 



Reviewing, modifying and evaluating work as it progresses:
share their views and experiences of ICT, considering the range of its uses and talking about its significance to individuals, communities and society
They describe where ICT is used in EFTPOS.
They compare the use of ICT and the use of EFTPOS with other, more traditional, methods.
They assess the use of ICT in supermarkets and are able to reflect critically in order to make improvements.
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